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Deploying Deep Neural Networks (DNNs) on edge platforms presents
two major challenges: the rising demand for execution efficiency as
models scale, and the need for robustness against adversarial attacks.
While modern hardware accelerators emphasize performance and
energy efficiency, they often overlook robustness. In contrast, exist-
ing algorithmic defenses improve robustness but incur additional
operations, compromising the deployment on resource-constrained
hardware. To bridge this gap, we propose SINAIL a hardware-aware
co-design framework with selective injection of noise with architec-
tural integration to enhance adversarial robustness and execution
efficiency. Based on the key insight that only a subset of activations
forming critical pathways are important to model accuracy, we pro-
pose to identify these critical pathways and inject noise selectively
into non-critical pathways. At the architecture level, SINAI extends
a generic neural processing unit (NPU) with lightweight support
for multi-precision computation, threshold-based selection, and
activation sparsity, enabling efficient integration without intrusive
hardware changes. We further introduce an enhanced design that
aligns noise injection granularity with hardware-friendly structured
patterns. Experimental results across multiple DNNs and datasets
show that our work achieves up to 15.24% higher robust accuracy
under adversarial attack, while delivering up to 7.8x speedup and
5.56x energy efficiency gains over baseline architectures.

1 Introduction

Deep Neural Networks (DNNs) are at the forefront of technological
advancements, enabling a wide range of intelligent applications
across various sectors [36]. Yet, deploying DNNs on edge devices or
resource-constrained platforms introduces significant challenges.
On the one hand, the limited resources of such devices are often
insufficient to handle the increasing complexity of modern DNNs
[48, 54]. On the other hand, their vulnerability to adversarial attacks
poses serious concerns in mission-critical tasks [4]. For instance,
an edge-based self-driving system might misinterpret traffic signs
or a security device could fail in threat detection due to adversarial
examples—images with subtle, invisible changes that significantly
disrupt classification accuracy [8, 34, 45]. Therefore, techniques that
enhance both the efficiency and robustness of DNNs are essential
for deployment on edge devices.
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Figure 1: Prior work on noise injection vs. SINAL (a) Prior
work adds noise to all pathways, reducing clean accuracy and
ignoring efficiency. (b) SINAI adds noise only to non-critical
pathways, keeping accuracy and improving efficiency.

To address the first challenge, numerous accelerators have been
proposed to enhance compute efficiency. Among these, sparse ar-
chitectures [26, 47, 63, 67] have demonstrated near-lossless model
accuracy by effectively exploiting sparsity. Meanwhile, from the al-
gorithm level, various methods [12, 15, 25, 28, 50, 52, 62] have been
introduced to defend DNNs against the adversarial attack challenge,
showing potentials in mitigating robustness concerns. One notable
approach is noise injection [12, 25, 28, 44, 50, 62], which has been
shown to enhance robustness in both practice and theory [50].

While much effort has been dedicated to improving either ef-
ficiency or robustness, few approaches successfully address both
challenges in a unified and hardware-friendly manner. On the one
hand, sparsity-based methods offer only limited improvements in
adversarial robustness: moderate sparsity yields marginal gains,
while overly sparse networks may become even more vulnerable
[23]. On the other hand, although noise injection is orthogonal to
efficient methods and can be integrated into most models, it often
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leads to an unavoidable drop in clean accuracy, making it less suit-
able for practical deployment. Moreover, existing architectures that
aim to be both robust and efficient [15, 21] often suffer from slow
convergence or require intrusive hardware modifications, which
hinders their widespread adoption.

Given the limitations in current methods, we pose a question: Is
it possible to combine the advantages of sparsity-oriented accelerators
and noise injection to achieve enhancements on both efficiency and
robustness? If successful, such an architectural integration could
offer a new opportunity: by designing an effective noise injection
strategy that is compatible with existing sparse architectures, we
can potentially enhance adversarial robustness while maintaining
model accuracy and execution efficiency without intrusive hard-
ware designs. We term this approach — Selective Injection of Noise
with Architectural Integration (SINAI).

Specifically, we draw inspiration from sparsity methods that
treat activations differently and observe that activations exhibit
various sensitivities to noise. Some activations are essential for
maintaining clean accuracy and are highly sensitive to noise in-
jection. We refer to the connection of essential activations as the
Critical Pathway. Others can be injected noise without performance
loss. Thus, we hypothesize that selectively introducing noise into
non-critical pathways could enhance adversarial robustness with-
out degrading clean accuracy. Motivated by this, we propose a
novel method, named pathway-aware selective noise injection, to
identify and inject noise only to non-critical pathways and preserve
critical information propagation from critical pathways. As shown
in Figure 1(a), prior work uniformly apply noise injection on both
critical and non-critical pathways — compromising clean accuracy.
Instead, Figure 1(b) illustrates our method with selective injection
of noise only into non-critical pathways can maintain clean and
robust accuracy.

Furthermore, we explore the design considerations of pathway-
aware selective noise injection on generic NPU architectures. 1)
Dynamic Identification of Critical Pathways: The first key step
in our method is to determine which pathways are critical for pre-
serving clean accuracy. Since critical pathways are input-dependent
and dynamically changing with each sample, they cannot be prede-
fined or statically encoded. Therefore, an efficient online predictor
is required to identify critical and non-critical pathways in run-
time during inference. 2) Architectural Integration of Selective
Noise Injection: The second step is to ensure that the proposed
noise injection method is hardware-efficient and does not require
intrusive modifications to existing architectures.

To this end, we propose SINAL Selective Injection of Noise
with Architectural Integration for robust and efficient DNN infer-
ence. SINAT addresses the limitations of prior adversarial defense
methods by unifying lightweight, learnable approximation with
hardware-aware execution. At the algorithm level, SINAI leverages
a trainable predictor to identify critical pathways and selectively
inject noise by approximating non-critical activations. At the hard-
ware level, SINAI introduces architectural support for selective
noise injection on a generic sparse NPU, exploiting structured spar-
sity patterns and low-precision computation to enhance execution
efficiency. Our key contributions are summarized as follows:

Table 1: Summary of attacks used in evaluation.

Type Method Strength Norm Core Idea
Black Box Square [5] * fo Gradient-free, randomized search
under query budget.
FGSM [20] * oo One-step gradient sign method.
MI-FGSM [13] * loo FGSM + momentum for stability.
White Box PGD [46] lo ;ter:'atwe gradient ascent with pro-
jection.
AutoAttack [11] e loo Combined parameter-free strong
attacks.
CW [8] o & Optimizes confidence-based loss.
EAD [9] e 4/f;  Sparse elastic-net based optimiza-

tion.

e Pathway-Aware Selective Noise Injection (Section 4): We
present a novel method that bridges the benefits of noise in-
jection and activation sparsity. By learning to identify critical
pathways during inference, SINAI injects noise via approxima-
tion in non-critical pathways, improving adversarial robustness
without sacrificing clean accuracy.

o Architectural Integration on Specialized NPUs (Section 5):
We study the architectural integration of pathway-aware noise
injection into generic NPUs specialized with multi-precision,
threshold-based selection, and activation sparsity.

e Structured Noise Injection (Section 6): We extend our base-
line architecture with SINAI-e, an enhanced variant of SINAI
that employs structured noise injection to improve execution
regularity. By enforcing structured selection of critical pathways,
SINAI-e addresses inefficiencies in weight reuse and writeback
caused by unstructured selection.

o We evaluate our algorithm-architecture co-design framework on
four DNNs and three datasets under different attack scenarios in
Section 7. We demonstrate that our framework, SINAI, achieves
up to 7.8 X speedup and 5.56 X better energy efficiency over a
generic NPU baseline and up to 15.24% robust accuracy gain
under AutoAttack [11] without clean accuracy loss compared
with Overfitting Adversarial Training [52].

2 Background

In this section, we introduce the background of adversarial attacks
on DNNs. Then, we analyze the limitations of common defense
methods based on noise injection. Finally, we introduce Specialized
NPU Architectures designed to improve DNN efficiency.

2.1 Adversarial Robustness

Adversarial attacks have emerged as a significant threat to the
deployment of DNNs [11]. Formally, given an input sample x with
the true label y, an adversarial attack search for a small perturbation
6 under an Ly-norm constraint that maximizes the model’s loss
function L:

d=arg max L(fp(x+95),y) (1)
151l <e

where fy represents the DNN model parameterized by 0 and e
controls the perturbation magnitude.

The measure of adversarial robustness builds upon the effective-
ness of attacks, which quantifies the resilience of a model to such
perturbations. By comparing the accuracy of a model on clean and
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unperturbed data versus its accuracy on adversarial inputs, we can
measure the robustness of a model [8]. Without defense, models
can experience a sharp drop in accuracy — often more than 20% -
even under simple attacks. In this paper, we consider both white
and black scenarios as the attack models:

Black-box Attack. The attacker can only observe the model’s
input-output behavior, without access to its parameters or internal
gradients. Typically, the attacker queries the model multiple times
to approximate its behavior and then crafts adversarial examples
based on these queries. A representative method used in this paper
is the Square Attack [5], which relies on random search strategies.

White-box Attack. The attacker has full knowledge of the
model’s architecture, parameters, and defense mechanisms, en-
abling direct computation of gradients. Common gradient-based
attack methods evaluated in this paper include PGD [46], FGSM
[20], MIFGSM [13], AutoAttack [11], CW [8] and EAD [9]. These
attacks generate stronger adversarial perturbations by directly op-
timizing the model’s loss. Table 1 provides a detailed comparison
and descriptions of the attack methods.

To enhance robustness against adversarial attacks, Adversar-
ial Training (AT) is a foundational and widely-adopted method
[45]. The AT process involves augmenting the training dataset
with adversarial examples generated using known attack strategies.
Specifically, it aims to solve a min-max optimization problem:

max L(fp(x+36),y)|, (2)

i Eoy)~0 15, <e

Here, the inner maximization seeks the worst-case perturbation
d (bounded by € under the £,-norm) that maximizes the loss £,
while the outer minimization updates the model parameters 6 to
minimize the expected loss over these adversarial examples.

Despite its effectiveness, standard AT has limitations: it is typi-
cally tailored to specific attack methods [20, 45] and consequently
may exhibit weak performance against advanced, adaptive, or un-
seen adversarial attacks [11]. More advanced defense methods such
as noise injection can be integrated with the AT framework, as we
will introduce next.

2.2 Noise Injection as Defense

Previous studies have demonstrated that noise injection techniques
can effectively enhance adversarial robustness [12, 25, 28, 44, 50, 62].
By injecting noise into the model, this approach acts as a form of
regularization, increasing the difficulty for adversaries to generate
effective perturbations [50]. However, existing noise injection meth-
ods [25, 28, 44, 62] share a common drawback: even being learnable
with parameters, they consistently lead to a drop in clean accuracy,
undermining the model’s overall performance in benign scenarios.
This issue remains unexplored and limits further advancements in
noise injection techniques.

Moreover, current noise injection methods mostly focus on algo-
rithm design while overlooking inference efficiency. This leads to
additional computational overhead during inference, which results
in higher energy consumption and latency [18]. These extra costs
significantly hinder the deployment of noise-injection-based de-
fenses, especially on resource-constrained edge computing devices.

2.3 Specialized NPU Architectures

Recent advances in specialized NPU architectures [26, 47, 63, 67]
have significantly enhanced the efficiency of DNN inference by
exploiting inherent sparsity in weights and activations, as well as
low-precision arithmetic. These architectures effectively reduce
redundant computations and data movements — enabling efficient
inference on resource-constrained platforms.

However, the focus has primarily been on enhancing perfor-
mance and energy efficiency, often neglecting adversarial robust-
ness. Given the security challenge from adversarial attacks, it is
imperative to reconsider NPU architectures to integrate robust
defense mechanisms.

Thus, we aim for hardware-aware defense methods that can be
integrated at the architecture level. The key question is how can
we efficiently support defense methods. The scope of our work is
on the relation of adversarial robustness and execution efficiency
when using noise injection against adversarial attacks.

3 Motivation

This section presents our motivation by outlining three key perspec-
tives. First, we introduce the Critical Pathway Hypothesis, where
we observe that existing noise injection methods treat all neurons
uniformly. This uniform application leads to a drop in clean ac-
curacy. Then, we delineate the potential in efficiency gains via
approximate computing for non-critical pathways. Finally, we pose
the questions on how to re-purpose specialized NPU architectures
to support critical pathway protection.

3.1 Critical Pathway Hypothesis

As discussed in Section 2.2, noise injection methods [12, 25, 28, 44,
50, 62] typically lead to a drop in clean accuracy. To understand this
behavior, we draw inspiration from activation sparsity methods [35,
38, 57], emphasizing that not all activations contribute equally. Prior
work [38, 41, 42] has consistently shown that important activation
patterns vary across inputs, indicating that they are dynamic rather
than static. These key activations form connected critical pathways
for accurate predictions [31, 65]. Based on this observation, we
further conduct an empirical study to compare the impact of noise
injection on clean accuracy when applied to critical pathways (i.e.,
activations with large magnitude) versus non-critical pathways (i.e.,
activations with small magnitude).

We follow the settings from a prior study [12] that selects the
ResNet-18 as the baseline model. To align with the adversarial at-
tack scenario, the model is trained on CIFAR-10/100 datasets using
overfitting adversarial training [52]. Next, we dynamically identify
each model’s critical and non-critical pathways through the Top-K
selection method. Finally, we investigate these two pathways’ sen-
sitivity by gradually increasing the noise injection ratio, applying
noise to the critical or non-critical pathways first, and evaluating
their responses to noise injection.

As shown in Figure 2, we can observe the following insights:
(1) Critical pathways are more sensitive than non-critical pathways
to the noise injected. When injecting noise to critical pathways,
clean accuracy begins to decrease at the very beginning, e.g., 20%
noise injection causes about 3% clean accuracy drop. (2) Non-critical

pathways account for most of the activations. When injecting noise
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Figure 2: Impact of noise injection ratio on clean accuracy
of ResNet-18 for CIFAR-10 and CIFAR-100. Injecting noise
in non-critical pathways preserves accuracy better, while

adding noise to critical pathways decreases accuracy.

to non-critical pathways, we can see that clean accuracy will not
decrease significantly until the noise injection ratio reaches very
high levels, e.g., 90%-93%.

Thus, we hypothesize that only a subset of activations that form
pathways dynamically are essential for representation learning and
highly sensitive to noise injection. Meanwhile, the remaining acti-
vations forming non-critical pathways can tolerate noise without
compromising overall clean accuracy. From the critical pathway
hypothesis, we aim for a noise injection method being selective to
non-critical pathways while preserving critical pathways.

3.2 Opportunities with Approximation

Drawing from the insights in Section 3.1, an ideal noise injection
method that preserves clean accuracy should (1) accurately identify
critical pathways and (2) then efficiently injegnoise only into the
non-critical ones. A naive method would first execute the complete
DNNs model layer-by-layer and then dynamically injects noise
into the non-critical pathways, which can be done in a layer-wise
manner. This naive approach, however, incurs redundant computa-
tions and data movements. Notably, the critical pathways account
for only about 10% of the network on CIFAR-10/100, meaning that
most of the operations on non-critical pathways are not necessary
in the original format if these activations will be injected with
noise. Moreover, generating noise demands additional hardware
resources [18]. This raises a natural question: Can we bypass the
precise computation of the full model while still injecting noise to
the non-critical pathways?

This motivates us to explore the accurate and efficient detec-
tion method for protecting critical pathways and brings defensive
noise to the non-critical ones. Rather than wasting more expensive
computations for these non-critical pathways, we can approximate
them with lower-cost computation [6]. Our approximation method
stands out from prior methods such as Defensive Approximation
[21]: On the one hand, ours can be integrated into the adversarial
training framework and alleviated from the slow convergence as in
Defensive Approximation. On the other hand, our method does not
need a redesign of new hardware architectures. Instead, we seek
to re-purpose the existing sparse architectures to support critical
pathway protection, as we discuss next.

3.3 Re-purpose Specialized NPU Architectures
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Figure 3: Operation mapping.

These challenges lead us to re-purpose specialized NPU architec-
tures to improve execution efficiency when using noise injection as
defense without intrusive hardware design. As described in Section
3.2, our algorithm has four key steps: Approximation, Selection,
Preservation, and Noise Injection. Figure 3 illustrates how each
step aligns directly with existing hardware capabilities (Step @
to Step @). This 1:1 correspondence ensures that our algorithm
can be mapped onto typical NPU architectures without additional
hardware modules. Specifically, we aim to address the following
questions that can shape our architectural integration:

How to efficiently perform approximation at the hardware level?
While dynamic activation sparsity accelerators effectively skip re-
dundant neurons, efficiently injecting noise into non-critical path-
ways remains a challenge. Our architecture integrates Approxima-
tion (Step @) and Noise Injection(Step @) using lightweight and
hardware-friendly designs. Inspired by mixed-precision and low-
cost projection modules in prior work [1, 7, 12, 43], we use ternary
random projection, enabling computation with only additions and
subtractions rather than multiplications. In addition, since low-
precision operations are commonly used, NPUs commonly include
low-precision arithmetic to further improve efficiency. To realize
noise injection, we construct the final output by mixing approxi-
mate results from the non-critical pathways with high-precision
outputs from the critical pathways. However, this approach leads to
writeback challenges due to the irregular memory locations of criti-
cal pathway activations. To address this, we explore three strategies:
(1) Sequential Writeback: Write every value in memory address
order; (2) Immediate Write to SRAM: Store all noise-injected activa-
tions, then overwrite with protected activations; (3) Sparse Storage:
CSR-like, requiring hardware support.

How to avoid redundant computation and data movement? This
integration directly corresponds to the Selection (Step @) phase,
where non-critical pathways are excluded from computation, and
the Preservation (Step ®) phase, where critical pathways are re-
tained for high-precision processing. For the Selection step, a top-K
search can be used to identify critical pathways. Although this is
inherently a search operation, it benefits from efficient vectorized
implementations. To further improve efficiency, it’s better to use
threshold to achieve this. This approach avoid an extensive search
through all data, allowing the thresholding operation to be vector-
ized efficiently and executed using reusable datapaths. For Preser-
vation step, existing accelerators supporting dynamic activation
sparsity [26, 47, 63, 67] can detect and skip near-zero activations
at runtime. By integrating our critical pathways approach with
such sparsity-supported architectures, we can selectively bypass
redundant computations and data transfers for non-critical path-
ways without intrusive architecture redesign. This re-purposing of
existing hardware significantly reduces overhead while retaining
the performance gains of adversarial robustness.

Can we explore more hardware-friendly Pathways? The Criti-
cal Pathways mechanism can be further improved to handle the
irregular distribution of critical activations and reduce dataflow
complexities on hardware accelerators. In conventional design, the
N:M sparsity pattern [49] offers a simpler route: it enforces regular
blocks of zeros, leading to straightforward hardware implemen-
tations. However, integrating N:M sparsity with noise injection
to further enhance efficiency and maintain adversarial robustness
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remains unexplored. This gap motivates us to investigate more
hardware-friendly pathways and their relationship to adversarial
robustness. We will discuss the details in Section 6.

4 Pathway-Aware Selective Noise Injection
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Figure 4: Algorithm Overview of SINAIL

As discussed in previous sections, an ideal method should ac-
curately and efficiently identify critical pathways for protection
while introducing defensive noise to non-critical ones. To achieve
this, we introduce a learnable approximation module that precisely
predicts the original pathways. This module serves as the founda-
tion for identifying critical pathways, ensuring that computational
resources are allocated efficiently. Instead of introducing additional
hardware resources for noise injection, we leverage the intrinsic
noise from the approximation module and replace non-critical path-
ways with its outputs.

Our overall algorithm is illustrated in Figure 4, in the following
subsections, we first explain our offline learnable approximation
module with the computation of approximations (Step @), followed
by the critical pathways selection (Step @) and preservation (Step
©) as well as efficient noise injection (Step @). We finally discuss
how execution overhead is further minimized through hardware-
aware structured pathways.

4.1 Learnable Approximation Module

As discussed in Section 3.2, the current approximation method [21]
has two main drawbacks: it can not be integrated with adversarial
training due to slow convergence, and it requires additional hard-
ware resources to generate noise. We propose a new method that
addresses these two challenges simultaneously. Specifically, our
approach allows for smooth integration with adversarial training
and incorporates noise in a hardware-friendly manner.

We formulate our layer-wise approximation using Random Pro-
jection [1, 7, 37], which can be efficiently implemented in hardware.
In particular, we define 7 = WPX +l;, where W € R"™¥ and b € R®
are trainable parameters, X is the input, and P is a fixed ternary ran-
dom projection matrix of size k X d. During deployment, k is chosen
to be n/4, allowing for a reduced computational footprint while pre-
serving the same output dimension as Z. The matrix P is a ternary

random projection matrix defined as P € \/% -{-1,0, l}kXd, which
introduces hardware-friendly noise without requiring additional
generator.

To further improve efficiency, we incorporate quantization into
this approximation module by reducing the bit-width of W and

b to INT4 precision. While noise can be added by sampling from
normal or uniform distributions, our approach directly injects noise
through approximate values obtained from Z. This strategy not
only simplifies the implementation but also substantially reduces
computation.

When integrating our method in the adversarial scenario, we
train our approximation module using a two-step process of Dis-
tillation followed by Fine-tuning. As shown in Figure 4 (a), during
distillation, we freeze the original parameters and minimize the
mean squared error (MSE) between the original layer output Z and
its approximation Z:

1 5 1 ~ ~
Luse = 512 = ZIl; = WX +b) - (WPX + D)l (3)

Here, B is the mini-batch size, and P is a fixed random projection
matrix. For adversarial scenarios, we further fine-tune the approxi-
mation module by combining the original adversarial training (AT)
loss with the MSE loss, the complete fine-tune procedure is detailed
in Algorithm 1:

Lrinal = Lar + a LysE- 4)

Here, « is a hyperparameter that balances robustness and approx-

imation. This additional fine-tuning step ensures that our method

more effectively learns critical pathways under adversarial attack.

Lar is the cross-entropy loss applied to adversarial samples, com-
puted after inner-loop perturbation in adversarial training.

Algorithm 1 Pathway-Aware Adversarial Training

Require: Parameters W, b, W, I;; projection matrix P; input X,
label y; perturbation bound e, step size 7, attack steps T'; thresh-
old 0,y; weight a

Ensure: Final loss Lginal

1: Generate pathway mask M using approximation
. xadv X+U(-¢¢€)

:fort=1toT do

Compute Z with critical pathways:

o [PWILAX e bh), if M =1
' ¢(W[l, i]PXadU + I;i), otherwise
55 g VxLce(f(2),y)
6: xado ClipX’E(X“d” +1 - sign(g))
7: end for

oW

8: Final forward pass with X%4?

9: Z — WPXadU +b

10: Zj «— M; - Zi+'M; - Z;

1: Lot « Lee(f(2),y) ,
12 Lyse < & “wxﬂd” +b— (WPx9dv 4 IS)HZ
13t Lpjnal < Lar + @ - LMsE

4.2 Critical Pathways Preserved Noise Injection

After we obtain optimized approximation parameters (Step @), we
can use the approximate values to identify critical pathways. More
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importantly, we leverage them during inference to efficiently inject
noise into each layer’s activations.

For every layer, once we calculate approximated output Z, we
can then use the values of Z to evaluate whether activation in
the individual layer is critical dynamically. In the case of irregular
patterns of critical activations, an activation is regarded as critical
if its approximation from Z is above a certain percentile of all
values. This identification process can be done by top-k or tuned
thresholding on the validation dataset. Functionally, we represent
the critical activations as a binary mask M € {0,1}/ Xk where 1
denotes a critical activation, which should be protected (Step @).

Once the critical activations are identified, layer-by-layer they
form the critical pathways. We protect these critical pathways by
triggering accurate computations (Step ®) to maintain clean accu-
racy, while injecting noise via approximation into the remaining
pathways (Step @). We formalize the outputs of a layer under our
method as:

Ze = ZjkMjk + Zji (M) (5)

, where ij = le(PliXik), Zjk = WjiXjk. Notably, protecting only
a subset of activations at full precision shares similarity with sparse
activation processing. Hence, specialized sparse architectures can be
employed to reduce the overhead of protecting critical activations,
making our approach both flexible and efficient.

4.3 Structured Noise Injection Pattern

While we can reduce execution overhead of protection of critical
pathways, the unstructured patterns still increase the hardware
design complexity and execution overheads from irregular data ac-
cess and low data reuse, as discussed in Section 3.3. For an irregular
noise injection at a given ratio, the distribution is not guaranteed to
be in any form (uniform, clustered, patterned, etc.). This naturally
demands significant overhead to handle the dynamic processing
introduced, i.e., identifying and protecting critical pathways.

Inspired by sparsity-oriented designs, we hypothesize that noise
injection granularity can be constrained in a manner similar to spar-
sity constraints.Specifically, we consider the N : M fine-grained
structured sparsity paradigm, wherein N elements are preserved
within each 1 X M block of a dense matrix. This approach sup-
ports more flexible patterns than conventional block sparsity. For
instance, 1 : 2 and 2 : 4 structured techniques featured in NVIDIA
Ampere GPUs [49] aim to deliver high efficiency and faster in-
ference while maintaining accuracy. However, the impact of this
techniques on robustness remains unexplored.

Motivated by this, we propose structured noise injection. As
illustrated in Figure 4, this revised method selects N non-essential
activations within each group of M activations to inject noise, en-
abling more efficient and hardware-friendly execution.

4.4 Theory Insights

We provide theoretical support for SINAI, which balances clean
accuracy and robustness by using random projection to inject noise
and select critical pathways, resulting in two noise sources.

The design of the predictor module is grounded in the Johnson-
Lindenstrauss Lemma [29], which ensures that high-dimensional
vectors can be projected into a lower-dimensional space while

approximately preserving pairwise distances and inner products.
This enables accurate inner product estimation in a compressed
space with noise, allowing efficient critical pathways selection while
maintaining clean accuracy.

After identifying the critical pathways, SINAI performs a masked
combination at each layer by mixing the full-precision activations
7! with low-cost approximations Z/ reconstructed from the random
projection predictor. Let M! € {0, 1}"1 denote the binary mask that
selects critical pathways (where 1 indicates a critical neuron). The in-
jected noise at layer [ is defined as ql = (1-MYHo(Z!-Z!), where Z!
is trained via MSE distillation to approximate Z' ! Under this training
objective, the noise satisfies ]E[ryl | x, M'] = 0. Let the post-training
approximation variance be defined as 512 ‘= max; Var[Z j - Z]l.]. As-
suming that each neuron is injected with noise independently with
probability p € [0, 1] (i.e., the noise injection ratio), the variance of
the injected noise satisfies Var[r]f |x]=p- 512. Thus, SINAI pro-
vides explicit, fine-grained control over the per-layer noise variance
through the injection ratio p.

Theorem 1 (Gradient Perturbation Bound). Consider a neural
network fy that is Lo-Lipschitz continuous, and let its loss function
gradient VL(0,x,y) be Li-Lipschitz continuous. Let nt denote the
layer-wise noise injected by SINAIL and let the total injected noise vari-
ance across layers be: 02 = ! p- 512. Then, the expected perturbation
introduced by SINAI in the gradient satisfies the following bound:

El] ”VxLSINAI(Q’ XY ’7) - Vchlean(Q: X, y)”z < Lyo.

Theorem 1 shows that the deviation between SINAI’s perturbed
gradient and the clean gradient is upperbounded by the aggregated
noise standard deviation o, which is directly governed by the noise
injection ratio p. This result indicates that by increasing p, SINAI
can intentionally amplify the discrepancy in the gradient used by
adversarial optimizers, thereby degrading their effectiveness. This
theoretical insight aligns with the principles behind Random Noise
Defense [51], and further provides a formal justification for meth-
ods such as DNNShield [56], which introduce dynamic sparsity
as a defense mechanism but lack explicit noise modeling. These
demonstrate that SINAI provides a clean accuracy-friendly mecha-
nism to balance robustness and accuracy through controllable noise
injection guided by dynamic pathway selection.

5 Architectural Integration

In this section, we present the architectural design for integrating
pathway-aware noise injection into a generic specialized neural
processing unit (NPU) with sparsity and low-precision support.
Our approach is grounded in hardware-friendly co-design prin-
ciples, ensuring that the algorithm maps efficiently onto NPUs
that exploit activation sparsity and reduced-precision arithmetic.
As discussed in Section 3.3, to preserve generality and avoid over-
specialization, the core components of our algorithm can be mapped
to the dataflow and execution model of a generic NPU architec-
ture. Based on this mapping, we further introduce architectural
modifications that enable selective pathway-aware noise injection.

We begin by defining our baseline architecture, NPU-Base. This
architecture consists of a core-based design, where each core fea-
tures a vector unit that can perform matrix-vector multiplication,
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Figure 5: (a) Baseline NPU core architecture; (b) SINAI architecture; (c) Reconfigurable Unit with the support for multi-operation.

vector/general register files, and SRAM scratchpad. Figure 5(a) il-
lustrates the architecture of an NPU-Base core. While the full NPU
can scale with multiple cores, we normalize our analysis and per-
formance comparisons on a per-core basis to isolate the benefits of
our proposed extensions.

5.1 Reconfigurable Multi-Precision Design

Our SINAI algorithm employs three numerical formats — INT16,
INT4, and ternary — which necessitate architectural support for
multi-precision operations and computation skipping. Therefore,
we consider another improved baseline, NPU-Specialized, which
supports low-precision, projection, and activation sparsity.

A typical NPU-Specialized architecture might involve provision-
ing separate compute units for INT4 and ternary operations. Given
their lightweight nature and small core footprint, this approach is
viable. However, it duplicates resources instead of reusing hardware
across similar operations. Upon decomposing the main arithmetic
operations, we observe that all three modes can be expressed as vari-
ants of low-precision integer arithmetic. Specifically, INT4 MACs
are composed of INT4 operators; INT16 MACs can be broken down
into tiled INT4 operations; Ternary projection at INT4 resolution
is signed additions/subtractions. For projection, though, we adopt
INTS5 as a safer intermediate precision less prone to overflowing.

As shown in Figure 5(b)®, our SINAI architecture uses a multi-
precision vector unit that co-locates the execution of INT16, INT4,
and ternary operations. Motivated by previous observations, we
construct the vector unit based on INT5 adder lanes. Shown in
Figure 5(c), the multiple precisions are enabled by the adder fabric
which provides flexible data routing between adders. As well, we use
enhanced routing logic for INT16 multiplication to avoid explicit
bit-shifting hardware in use in other multi-precision designs. This
structure enables dynamic reconfiguration between different modes
without incurring significant area overhead.

Note that our SINAI architecture is tightly integrated on top
of NPU-Specialized, but with improved area and power efficiency.
Table 2 list the overall core-level area and power comparisons.

5.2 Other Design Considerations

In addition to multi-precision support, several design considerations
are required to fully integrate pathway-aware noise injection into
the NPU-Specialized architecture.

As shown in Figure 5(b)®, for the selection of critical pathways,
we employ a threshold unit that operates in-line with the pipeline.

Table 2: Area and power estimations.

Item | Area (mm?) | Power (mW)
NPU-Base 0.6457 162.6
NPU-Specialized 0.7448 163.1
SINAI 0.6833 169.3
SINAI-e 0.8250 249.1
Vector Unit 0.1007 -

- Arithmetic Units 0.0395 -

- Fabric Switching 0.0087 -
Registers 0.0205 -
Crossbars 0.0043 -

This threshold unit is directly coupled to the output of the vec-
tor unit, enabling runtime screening of activations as they are
generated. By avoiding post-processing or global searches across
activations, this approach ensures that the decisions are made with
minimal latency and control overhead, and it naturally aligns with
the low-precision, streaming nature of the specialized NPU.

Figure 5(b)® shows the basic Weight/Input Crossbars for the
support of output activation sparsity. However, the dataflow in-
troduces dynamic operations, which makes it difficult to maintain
efficiency, particularly in weight reuse. As shown in Figure 6, the
reuse of weights across columns can be unpredictable. Since reuse
between adjacent columns is unpredictable, we choose to execute
in the most reliable manner, with a column-major execution order.
Although this reduces potential operation savings, it ensures con-
sistent latency and predictable execution, similar to approximate
computations. It involves a sequence of smaller M X V operations,
constructing a concise weight matrix and fixing columns. This
decision ensures consistent execution time.

Despite the irregularity of sparsity, the column is guaranteed to
have a specific number of densely computed elements. We there-
fore use a column-major execution pattern which sparsely loads
weight rows and calculate a single output column at a time. This
ensures predictability. Then, to support the mixed-precision out-
put pattern resulting from pathway-aware computation, we design
a hybrid writeback scheme, with a writeback manager shown in
Figure 5(b)®. During the thresholding stage, two separate queues
are generated: one for addresses containing high-precision (criti-
cal) activations and another for approximated (non-critical) ones.
Critical outputs are written back in a sequential, blocking manner
to preserve precision, while non-critical activations are written
asynchronously to amortize memory bandwidth and reduce stall
cycles. This dual-queue design avoids the complexity of dynamic
lookahead mechanisms and maintains low control overhead, adding
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no more than eight additional cycles beyond baseline multiplication
latency under typical conditions.

6 Synergy on Structured Noise Injection

Although our algorithm can execute efficiently on the SINAI archi-
tecture, there is still room for performance improvement. A key
limit exists from the unstructured selection of critical pathways,
which introduces two major challenges for hardware execution:
(1) limited data locality, leading to inefficiencies in weight reuse of
output sparsity, and (2) irregular output patterns, which complicate
and slowdown the writeback process.

To address these issues, we propose SINAl-e, an enhanced ver-
sion of SINAI that incorporates structured noise injection as pro-
posed in Section 4.3. This enforced structure directly compensates
for the deficiencies of unstructured selections. As demonstrated
in Figure 6, hardware execution is greatly simplified. In this sec-
tion, we highlight the benefits of SINAI-e and detail the specific
architectural enhancements. We focus on increasing throughput by
increasing weight reuse, widening the vector unit, and simplifying
the writeback process, rather than area or power savings.

6.1 Efficient Processing with Output Sparsity

Unlike the unstructured SINAI design, where weight reuse is sac-
rificed to enforce regularity, the structured design improves data
locality and enables weight reuse across columns. This improves
arithmetic intensity and allows for wider vector units. With struc-
tured design, each set of M weight vectors is reused for every
output column, enabling concurrent processing of input columns.
Additionally, the number of weights N is fixed, which ensures pre-
dictable fetch and usage rates for both inputs and weights. This
helps reduce memory stalls caused by bandwidth limitations. As a
result, SINAI-e achieves fewer memory accesses, higher compute
throughput, and simpler control logic.

Hardware Modifications: To enable weight reuse, the weight-
loading mechanism in SINAI needs to be replaced. Instead of con-
structing an abridged weight matrix, we must load all M (8) weights.
With all 8 weights in the weight register, we then use input routing
to supply the Vector Unit with the appropriate weights for each
computed column. In this way, when progressing column to column,
no weight loading is necessary.

SINAI Unstructured SINAI Structured SINAl-e
~ 75% Sparsity 6:8 Sparsity z
[ PR e | 5
[} H ]
= e
3 SO H
g 094 %
Naive Tiled Column Major Tiled Enhanced Vector Unit
U Unpredictable || [ ow Arithmetic Execute Multiple Tiles
Latency Intensity

Figure 6: The impact of structure on execution pattern.

This locality enables us to choose an execution pattern that com-
putes output matrices concurrently, rather than computing columns
one at a time. As shown in Figure 6, this execution pattern enables
us to widen the Vector Unit by a factor of 2 while guaranteeing
saturation in the case of the most extreme noise injection, 7:8. This
saturation is constrained by the joint input and weight bandwidth.
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Figure 7: Comparison of clean accuracy and Max ASR across
different defense methods on CIFAR-10/-100 using ResNet18
and WideResNet34-10. Each point represents a defense

method, where lower Max ASR indicates better robustness.

6.2 Structured Writeback

In the SINAI design, the writeback process requires separate storage
of critical and non-critical pathways. These are then combined for
the final output matrix, resulting in a write-rewrite pattern that
introduces unnecessary time and memory overhead. In contrast,
structured noise injection can avoid this behavior altogether.

Due to the enforced regularity, structured writeback directly con-
structs the final output during the computation of critical pathways.
As opposed to the potentially large gap between critical pathways,
we have a guaranteed pattern in the window size M. Because the
structured pattern selects N non-critical activations for every M
outputs, we can reliably prefetch the non-critical pathways while
computing the critical ones. As a result, control logic becomes sig-
nificantly simpler compared to the complex coordination required
in the SINAI unstructured.

Hardware Modifications: With the timing and location of non-
critical pathways fully predictable, the need for complex address
translation logic is removed. Memory addresses can now be com-
puted directly at execution time. Furthermore, because the end of
each critical pathway’s execution is known in advance, the write-
back unit only requires a small scratch memory to temporarily
manage the final mixed outputs. This leads to lower hardware com-
plexity and reduced memory footprint during execution.

7 Evaluation

Our evaluation shows that: (1) SINAI enhances robust accuracy
compared with baseline models using adversarial training; (2) With
the architectural integration for SINAIL we improve execution ef-
ficiency in terms of performance speedup and energy saving; (3)
Further equipped with architectural support for structured patterns
of selective noise injection, we obtain additional efficiency gains.

7.1 Evaluation on Adversarial Robustness

We conduct experiments against different adversarial attacks to
evaluate our algorithm’s ability to dynamically preserve critical
pathways. The results validate our algorithm’s robustness as well as
support our hypothesis. Measuring the response under adversarial
attacks gives us the insight into SINAT’s robustness.

7.1.1  Algorithm Evaluation Methodology. In our experiments, we
examine the performance of ResNet18 [24] and WideResNet34-
10 [66] on the CIFAR-10 and CIFAR-100 datasets [33], as well as
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ResNet50 on ImageNet and TinyImageNet [55]. To evaluate adver-
sarial robustness, we implement various attack methods, including
Projected Gradient Descent (PGD) [45], Fast Gradient Sign Method
(FGSM) [20], Momentum-based Iterative Fast Gradient Sign Method
(MIFGSM) [13], AutoAttack [11], CWL2[8] and EAD[9]. We assess
robustness using two metrics: Robust Accuracy and the Max Attack

Success Rate (Max ASR), Max ASR = max; (W)

| {xadv,i H
which represents the highest success rate among all attack meth-

ods. We utilize the torchattacks [32] library in Pytorch to deploy
these attack methods, adhering to the parameters specified in the
library’s protocol. Specifically, for FGSM, PGD, MIFGSM, and Au-
toAttack, we set the maximum perturbation size € to 8/255 and use
a step size of 2/255 for PGD and MIFGSM. PGD is conducted over
20 steps, while MIFGSM uses 5 steps. For AutoAttack, we use the
default setting of 100 attack steps. We follow the default configura-
tions from the original CW and EAD implementations, with k¥ = 0,
Ir = 0.01, binary search steps is 9, 100 max iterations and f = 0.001.
On ImageNet and TinyImageNet, € is set to 4/255, with 10 and 50
steps for the PGD attack. For the comparison of adversarial robust-
ness, we use overfitting adversarial training (OAT) method [52]
as a baseline adversarial training framework. Our algorithm part
primarily involves noise injection, so we compare various noise
injection methods, including Parametric Noise Injection (PNI) [25],
and Learn2Perturb (L2P) [28]. Additionally, we include a recent

Table 3: Adaptive PGD attack on ResNet-18 under different
masking and loss strategies.

CIFAR-10 CIFAR-100
Method 1 A1 A2 Clean A1 A2

OAT 8171 5253 5253 5485 2892  28.92
SINAI 90% 82.37 56.21 60.19 55.35 31.73 35.04
SINAI 7:8 82.18 53.93 59.21 55.51 29.06 32.11

method, Random Projection Filters (RPF) [12], which is also a noise
injection technique. We reproduce all the aforementioned methods
within the OAT framework for fair comparison.

7.1.2  Robustness Results. For our main results, we progressively
increase the noise ratio until a drop in clean accuracy is observed.
On CIFAR-10 and CIFAR-100, our method applied to both ResNet18
and WideResNet34-10 can tolerate up to a 90% or 7:8 noise ratio
without any degradation in clean accuracy. Figure 7 shows the
Pareto trend between clean accuracy and Max ASR. Injecting noise
into non-critical pathways significantly enhances robustness while
preserving clean accuracy, outperforming other uniform noise injec-
tion methods. Detailed results for each attack method are provided
in Figure 8, where our method consistently achieves superior robust
accuracy and maintains comparable or better clean accuracy across
all networks and datasets.

Results on ResNet18. Specifically, for ResNet18, our SINAI
90% setting maintains a clean accuracy of 82.37% and significantly
enhances robust accuracy over OAT. The improvements are 14.74%
for PGD?, 12.00% for FGSM, 13.04% for MIFGSM, and 15.24% for
AutoAttack. Compared to noise injection-based methods, our ap-
proach shows a 6.02% to 9.46% improvement under PGD?, FGSM,
and MIFGSM, and achieves comparable robust accuracy against Au-
toAttack. Notably, the structured 7:8 noise injection ratio achieves
performance on par with the 90% setting, showing its potential for
robustness with more efficiency gain. CW and EAD attacks rely on
precise optimization objectives, making them ineffective or unsta-
ble against noise injection-based defenses. Results on CIFAR-100
follow similar trends, further demonstrating the effectiveness of
our method on more complex tasks

Results on WideResNet34-10. For wider models, our method
achieves even better improvements. When using WideResNet34-10
on CIFAR-10, SINAI improves robust accuracy by 12.77% under
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PGD?° and 11.67% under AutoAttack compared to RPF. On CIFAR-
100, our method similarly demonstrates strong performance, achiev-
ing improvements of 15.81% under PGD?° and 8.57% under AutoAt-
tack over RPF. This highlights SINAT’s ability to scale effectively
across different model sizes and maintain strong performance.

Overall, these results demonstrate the efficacy of SINAI in im-
proving adversarial robustness while preserving clean accuracy. In
all cases, SINAI leverages the advantages of noise injection and
improves robustness. Meanwhile, it maintains all of the original
model’s accuracy on clean data, suggesting that critical pathways
are minimally disrupted and pass the important information.

7.1.3  Comparison with other Defense Methods. To further evaluate
the adversarial robustness of our method, we compare SINAI against
several recent state-of-the-art defenses that do not rely on noise
injection, including RobustWRN [27] and DAJAT [2]. We show
these results in Figure 9 (a) and (b) using the WideResNet34-10
on CIFAR-10 and CIFAR-100 datasets. We conduct all experiments
using the comprehensive AutoAttack and reproduce all baseline
methods for a fair comparison. We also compare with noise injection
based method RND [51] under black-box attack in Figure 9 (d).

Compared with these prior defense methods, SINAI 90% outper-
forms other baseline methods on WideResNet34-10, with improve-
ments ranging from 11.05% to 16.69% on CIFAR-10 and 8.57% to
13.58% on CIFAR-100 under AutoAttack. In the structured noise
injection setting, SINAI 7:8 demonstrates gains across both datasets,
highlighting the effectiveness of our method. Also, SINAI achieves
higher robustness than RND across multiple architectures.

7.1.4  Larger Model and Dataset. To further evaluate our method’s
generability and scalability, we also apply our method to ResNet50
on the ImageNet dataset. This setting allows us to explore its effec-
tiveness on larger neural networks and more complex input with
higher resolution. For baseline comparison, we reproduce OAT, RPF,
and Double-Win Quantization [15]. In this setting, SINAI supports
a 50% random noise injection ratio and a structured 4:8 pattern,
both without noticeable loss in clean accuracy. As shown in Figure
9 (c), our method achieves improvements of 6.18% to 7.38% in robust
accuracy under the PGD-50 attack compared to the OAT baseline,
outperforming all other methods. These results indicate our SINAI
method’s potential for real-world applications, where both model
size and input complexity present significant robustness challenges.

7.1.5  Under Adaptive Attack. To evaluate the robustness of SINAI
against stronger, defense-aware attack methods, we design two
adaptive attacks [59], each targeting one of SINAI's two noise
sources: approximation noise and dynamic pathway selection.
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Table 4: Robust accuracy under PGD and AutoAttack with
EOT (M = 10) on ResNet-18.

Attack ‘ CIFAR-10 CIFAR-100

OAT SINAI90% SINAI7:8 | OAT SINAI90% SINAI7:8
PGD 5253 67.27 6573 | 28.92 4252 39.56
EOT+PGD (M=10) 53.27 67.78 66.02 | 29.11 42.69 39.79
AutoAttack 4853 63.77 5726 | 24.60 35.26 30.07
EOT+AutoAttack (M=10) | 48.64 64.18 57.98 | 24.69 36.09 31.01

Table 5: Robustness evaluation of ViT-S-16 on CIFAR-100
under various adversarial attacks.

Method | Clean | FGSM | PGD | MIFGSM | AutoAttack
Adversarial Training | 58.18 | 30.76 | 28.32 29.81 23.18
ReiT [19] 60.26 | 3137 | 29.54 | 30.78 25.91
Attention 90% 62.85 | 33.98 | 3064 | 3264 25.84
Attention 7:8 62.30 | 33.67 | 30.27 | 3217 25.55
FEN 90% 5637 | 4039 |37.22| 39.03 20.71
FFN 7:8 57.22 36.91 34.19 35.31 27.62
Both 90% 5545 | 39.92 | 36.68 | 38.26 30.38
Both 7:8 5548 | 3670 | 33.88 | 35.29 28.20

A1: We assume attackers are aware of the approximation noise
injected by random projection. We modify the PGD objective to
maximize the difference between clean and noisy activations:

m5in (Le(x+6,yr) — LIA(Noisy(x + 9)), A(x + 9)))

where L is the classifier’s loss, Noisy is the function that applies
noise to the neurons, A is the activation.

A2: The attacker is assumed to know the exact critical pathway
mask and avoids gradients from non-critical pathways. During PGD,
the gradients of non-critical pathways are zeroed out.

Both attacks are implemented under the same PGD-20 (¢ = 8/255
and step size = 2/255.) We can observe from Table 3 that (1) SINAI
exhibits strong robustness even under adaptive attack. (2) Noise
introduced by random projection contributes more to robustness
than that from dynamic pathway selection.

7.1.6  Ablation Study. We also provide ablation studies correspond-
ing to the design of the loss weight  and the precision of prediction
module, as shown in Figure 10. We can observe that varying « has
minimal impact on model’s performance, with only slight drops, as
our method requires only a few fine-tuning steps. The prediction
module maintains stable performance down to INT4, confirming
that its quantization does not affect robustness.

7.1.7  EOT Attack. To explore whether randomness in SINAI can
be overcome by Expectation over Transformation (EOT), we follow
the maximum EOT iteration setting in RND [51] and evaluate under
EOT enhanced PGD and AutoAttack with M = 10 forward passes.
These results suggest that the dual source noise in SINAI expands
the gradient estimation space, making it harder for EOT-based
attacks to converge.

7.1.8 Discussion on Vision Transformer. We conduct a study that
applies of our algorithm to Vision Transformer. Specifically, we
choose the ViT-S-16 [14] model on CIFAR-100 and apply our method
to three different modules: the Q and K matrices of the Attention
block, the first layer of the FFN block, and both combined. For
each configuration, we test two sparsity levels: 90% (irregular) and



SINAL: Selective Injection of Noise with Architectural Integration for Robust and Efficient Edge Vision Al

ResNet-18 WideResNet34-10 ResNet-50 ViT-S
70 70 70 70
—+— Clean Accuracy —#— MLP Clean
60 Robust Accuracy 601 T T T TTTTTTTTTTT T 60 60 MLP Robust —r— -
> [==- ATCI T - e —~— Attention Clean
2 50 ean 50 50 504 —#— Attention Robust
5 === AT Robust —#— Both Clean
g 40 40 404 | 404 —#— Both Robust
< \ »
_______________ \ W —— .
30 30 e __ 30 \\ 30 L%
_______________________ 3
20 20 20 L 20
50% 48 75% 6:8 87.5% 7:8 50% 4.8 75% 6:8 87.5% 7:8 50% 4:8 75% 6:8 87.5% 7:8 50% 4:8 75% 6:8 87.5% 7:8
11 7
o] = Speedup 5.56 5.56 5.56 63
—k— Energy Efficiency e
a r5.o
S 7 3.85 3.85 ]
3 4
]
g 5 2.78 2.7, 3o
] 3 3.9]|43 Ly g
- It uc_l
!
RO T N SR R e o D S D L L0 e o D S D S L2 e o D o D S L2
F S A e G A & ST 6 ST A C I R & S B e S A

RN N A
& L}g‘ NS

NG » N » N ' NS » N » N Q'
PSP s & NP s N

Figure 11: Clean and robust accuracy (top), and speedup and energy efficiency (bottom), across different noise injection ratios.

Projection Approximation M Preservation

-

o
o

o
o

o
IS

Normalized Component
o
o

o

0.0% 50.0%75.0%87.5% 0.0% 50.0%75.0%87.5%| 0.0% 50.0%75.0%87.5%|

0.0% 50,0%75.0%875%‘

ResNet-18 WideResNet-34 ResNet-50 viT

Figure 12: The energy breakdown of each stage by noise ratio
& model. Both the projection and approximate stage have
relatively low contributions to overall energy. ResNet50 uses
smaller kernels, which limits the effectiveness of SINAI’s

compute pattern.

7:8 (structured). We use the same attack settings as in previous
experiments, and adopt ReiT [19], which introduces noise at the
token level in the Attention block, as our baseline.

As listed in Table 5, our exploration reveals several key insights:
First, in terms of clean accuracy, the Attention-only injection shows
the highest clean accuracy, with 62.85% (90%) and 62.30% (7:8), even
slightly surpassing the ReiT baseline (60.26%). This indicates that
attention in ViT are more resilient to noise, and may even benefit
from the regularization effect of SINAL Second, injecting noise into
the FFN block results in stronger adversarial robustness than that
in Attention block alone. For example, under AutoAttack, FFN 90%
achieves 29.71% accuracy compared to 25.84% for Attention 90%.
This suggests that the FFN layers are more influential targets for
adversarial robustness in ViT models. Lastly, structured noise (1:8)
performs competitively with irregular noise, often with only a small
drop in robustness.

7.1.9  Noise Injection Ratio vs. Accuracy. We further explore how
clean and robust accuracy change with different noise injection
ratios, as shown in Figure 11 (top), across ResNet-18, WideResNet34-
10, and ViT-S on CIFAR-100, and ResNet-50 on TinyImageNet. We
evaluate three ratios: 50% (4:8), 75% (6:8), and 87.5% (7:8). For models
on the CIFAR-100 dataset, we observe that clean accuracy remains
relatively stable across all injection ratios. At the same time, robust
accuracy improves steadily as more noise is injected, showing the
effectiveness of SINAI in enhancing robustness with minimal accu-
racy loss. On the TinyImageNet dataset, clean accuracy starts high
but drops significantly at higher injection ratios. This suggests that
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deeper models on more complex datasets are more sensitive to ag-
gressive approximation. We attribute this to the varying sensitivity
of individual layers, which may require layer-wise tuning of the
noise injection ratio for optimal performance.

7.2 Evaluation of Execution Efficiency

In this section, we evaluate how integrating SINAI into the hard-
ware design improves execution efficiency. With the support of
the optimizations described before, our method achieves higher
speedup performance and energy efficiency.

7.2.1 Hardware Experiment Methodology. We construct a cycle-
accurate simulator from the ground up, which faithfully represents
each element of execution for every dataflow. This simulator is
composed of a set of methods, each possessing dedicated counters
to track specific statistics and update upon each execution. By ab-
stracting these methods, we devise instructions for the execution
controller. We then use this simulator to calculate the various statis-
tics for each instruction and abstract them into our pseudo-compiler.
In this way, we are able to synthesize the various performance met-
rics based on model parameters.

Our power and area analyses are from multiple sources. We use
CACTI for SRAM modeling. For other components, we implement
our design in SystemVerilog. We then synthesize our design via
Synopsys Design Compiler using the FreePDK 45nm PDK. We
estimate the output capacitance of each component, considering
both the context in which it was used and the input capacitance of
other library-based logic circuits.

We evaluate the hardware-level efficiency of SINAI across three
deep neural networks: ResNet18, WideResNet34-10, and ResNet50.
For ViT-S-16, due to its shorter input sequence length, we only
apply our evaluation to the FFN layers. For each model, we use
injection ratios same as before. We analyze the impact of these
configurations on three key metrics: speedup, energy, and energy-
delay product (EDP). These metrics are used to demonstrate the
effectiveness and efficiency of SINAL

7.2.2  Performance Speedup. To better understand the performance
implications of SINAT’s design space, we compare normalized exe-
cution time across different noise-injection ratios mentioned before,
as illustrated in the bar plots in Figure 11 (bottom). These results
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not only validate the architectural efficiency of SINAI but also shed
light on how noise patterns influence runtime behavior.

For irregular pattern, SINAI-base achieves 1.6 X to 1.9 X speedup
under 50% noise-injection ratio across the models. As the injection
ratio increases, the benefits become more pronounced: Speedups
under high ratios of 75% and 87.5% reachs 2.7 X to 3.6 X and 3.9 X
to 6.4 X, respectively.

SINAI-e delivers improved speedup through structured design.
Increased speedups resulted from the wider & more utilized VPU.
However, not all models have the same performance gains. For
ResNet50, layer dimensions do not map well to the altered dataflow,
meaning that there was marginal improvement over SINAI-base.

7.2.3  Energy Efficiency Analysis. SINAI enhances energy efficiency
by reducing computations on non-critical pathways, as shown in
the curve plot in Figure 11 (bottom). For instance, at a 50% noise-
injection level, SINAI reduces total energy consumption to nearly
60% of the baseline. Higher injection ratios lead to even greater
savings, as fewer pathways require energy-intensive computation.

With the structured hardware SINAI-e, it is not surprising to
see that the energy consumption is around equivalent, with slight
increases observed in some layers. Although structured injection
leads to more speedup by using hardware resources more efficiently,
the extra power used by the wider Vector Unit and additional con-
trol logic balances out these gains. As a result, the total energy
consumption remains nearly unchanged.

To further characterize why performance scales so strongly, we
analyze the energy breakdown across execution stages in Figure
12. In this analysis, we divide the main operations of the SINAI
algorithm into three stages: projection matrix multiplication, ap-
proximate module computation, and preservation of critical path-
ways. Due to the aggressive nature of the approximation scheme,
the energy consumption of these stages is minimal in many cases.
With this, it is clear that further energy gains should result from
reducing the cost of the preservation stage.

7.2.4  Analysis of the Structured Gains. SINAl-e benefits signifi-
cantly from structured noise-injection patterns. Through our analy-
sis, we find three key benefits lead to the gains. Firstly, guaranteed
values across row blocks reduce SRAM usage from increased weight
reuse. Secondly, more weight reuse mitigates the extra SRAM ac-
cesses for partial results. Lastly, with enhanced locality, execution
can be parallelized further, which enables a wider Vector Unit which
does not require higher SRAM bandwidth.

7.2.5 Comparison with Other Methods on EDP. We compare multi-
ple robust methods for accuracy and efficiency in Figure 13. First,
there are several methods which provide increased robustness, but
do not affect the underlying execution. These remain fixed at an
energy-delay product (EDP) reduction of 1, which is neither better
nor worse. 2-in-1 [16] randomly varies execution precision to dis-
rupt attacks. However, for efficiency, it has limited upside due to
the propensity of higher precisions to dominate execution power
and time. Finally, SINAT and SINAI-e show high accuracy and high
EDP reduction due to the joint optimization of both. This highlights
how we can achieve both robust accuracy and execution efficiency.
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Figure 13: Robust accuracy and efficiency across methods.
SINAI achieves the highest robust accuracy and energy-delay
product reduction.

8 Related Work

Noise Injection Defense: Noise injection is an effective defense
strategy where noise is introduced into DNNs during training or in-
ference as a regularization term [25, 28, 44, 50, 62, 64]. For instance,
PNI [25] applies learnable Gaussian noise to weights, inputs, and
activations to explore noise injection granularity. Building on PNI,
Learn2Perturb [28] progressively optimizes noise distributions for
better robustness. However, these methods use uniform noise injec-
tion, which often harms clean accuracy. Random Projection Filters
(RPF) [12] uses random projection to inject noise into a subset of
filters, but incurs computational overhead, the need to train from
scratch, and imprecise filter selection. In contrast, our method can
identify and inject noise to only non-critical pathways. Beyond
algorithm-level defenses, hardware-level noise has also been ex-
plored [10], but offers limited robustness improvement and lacks
fine-grained control.

Sparsity-Based Defense:Prior work connects weight sparsity
to improved robustness [30] via reduced Lipschitz constants [23],
or leverages adversarial-aware pruning [39]. However, these ap-
proaches rely on static, input-agnostic pruning and offer limited
robustness gains. DNNShield [56] introduces dynamic sparsity by
randomly resampling weights per inference, but lacks input aware-
ness and may disrupt critical paths, hurting clean accuracy.

Quantization and Robustness: Quantization has been widely
explored for efficiency, as in OLIVE [22] and DRQ [58], but most
works focus on the weight or activation distribution and do not
consider robustness. DQ [40] and GRQR [3] improve robustness
by controlling gradient magnitude through defensive quantization.
2-in-1 Accelerator [15] introduces randomness via mixed-precision
noise injection, aiming to simulate defense behavior. However,
these methods rely on static precision settings or require nontrivial
hardware changes, and their robustness gains are limited.

Robust DNNs Accelerators: Addressing adversarial attacks,
robust accelerators leverage hardware designs to go beyond purely
algorithmic detection [17, 60, 61]. More related is on enhance ro-
bustness, e.g., 2-in-1 [16] suggests a random precision switch per
layer, though still uniformly applied, possibly affecting essential
activations. Others, like DeepFense [53] and DNNGuard [60], detect
attacks by embedding unique layers or combining a CPU with a
specialized DNN accelerator. However, such designs can increase
area usage, potentially adding latency and diminishing efficiency.

9 Conclusion

In this paper, we introduce SINAI, an algorithm-architecture co-
design framework that advances the state of the art in adversarial
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robustness through hardware-efficient selective noise injection.
By identifying and preserving critical pathways online and only
injecting noise into non-critical pathways, SINAI enhances robust-
ness without compromising clean accuracy. We demonstrate that
SINAI integrates naturally with generic NPU architectures, with
lightweight architectural modifications — such as multi-precision
adder fabric and threshold-based selection unit. We further explore
structured noise injection as a synergistic co-design that achieves
more efficiency gain at on-par robustness. We expect SINAI to
bridge the gap between robust algorithm and resource-constrained
deployments — highlighting the potential of architectural integra-
tion of defense methods. Future work could further investigate
hardware-aware adversarial defenses that leverage existing archi-
tectural features, without intrusive hardware modifications.
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